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MWHUCTEPCTBO OEPA30BAHUA U HAYKA POCCUNCKOW ®EQEPALIUU

OENAPTAMEHT rOCYOAPCTBEHHOW NOJNIUTUKA B COEPE
OBLLEINO OGPA30OBAHMUA

NMUCbMO
oT 14 mast 2018 r. N 08-1184

O HAMPABNEHUU UH®OPMALINK

[enapTtameHT rocygapCTBEHHOM nonuTuKM B cdepe obuwero obpasoBaHusa MwuHobGpHaykm Poccun
HanpaBnsieT AOns cBedeHus paspaboTaHHble BpemeHHow komuccmen Coseta ®Pepepauny MO pasBUTUIO
NMHOPMaLMOHHOrO obLecTBa MeTogMYeckMe pekoMeHAauun O pasMelleHMM Ha MHGOPMAaUMOHHLIX CTeHAax,
oduumanbHbIX MHTEPHET-CaUTax U Apyrmx MHGpOPMaLMOHHBLIX pecypcax obleobpasoBaTenbHbIX OpraHn3aumi u
OpraHoB, OCYLLECTBISOWMX YynpaBneHune B cdepe obpasoBaHus, nHdopmauum o 6e3onacHoM MoBeAeHUU U
ncnonb3oBaHun cetn "NHTepHeT".

Ovpextop OJenaptameHTa
A.E.NETPOB

Mpunoxexue

METOAWYECKUE PEKOMEHOALIUU
O PASMELLEHUU HA NH®OPMALIMOHHBbIX CTEHOAX, O®ULIMATIbHbIX
WHTEPHET-CAATAX U OPYI'MX UHO®OPMALMOHHBLIX PECYPCAX
OBLEOBPA30OBATENbHbIX OPFAHU3ALIMA N OPFAHOB, OCYLLIEECTBNAIOLWMUX
YNPABINEHUE B COEPE OBPA30BAHUA, UHO®OPMALIMN O BE3OINMACHOM
NOBEAEHUN U UCMNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamu M uyneHamu BpemenHon komuccum Coseta Pegepaumu Mo pasBUTUI0 MHAOPMALMOHHOMO
obLiecTBa B pamMKax BbIMONIHEHNSI PEKOMEHAALIMI NapnaMeHTCKUX cnylaHuin "AkTyanbHble BONpockl obecrneyeHus
6GesonacHoCTW 1 pa3BuUTMA geten B MHPOPMaLMOHHOM NpocTpaHcTee", koTopblie npownun B Cosete Penepaummn 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKoMeHAauuM O pasMelleHMn Ha WHAOPMAaLMOHHbIX
cTeHOax, oduuManbHbiX WHTEpPHeT-canTax W Apyrmx WHEAOPMAUMOHHBIX pecypcax obueobpasoBaTenbHbIX
opraHusaumi 1M OpraHoB, OCYLLECTBMSLWMX yrnpaBneHne B cdepe obpasoBaHud, nHdopmauun o Be3onacHom
noBeAeHWM U UCnonb3oBaHun cetn "UHTepHeT" (ganee - MeToanyeckne pekoMmeHaaLmm).

MeToandeckve pekoMeHAauuMM HampasneHbl Ha KayeCTBEHHOE MOBbIlEeHWE YPOBHSA MHMOPMaLNOHHON
aeatenbHocTM obLeobpasoBaTenbHbIX OpraHM3auMm W OpraHoB, OCYLLECTBNAOWMX YynpasrneHne B cdepe
obpasoBaHMs, B 4YacTM WHAOPMUPOBaAHUS YyYalLMXCs, WX poauTenen (3akoHHbIX MpeacTaBuTenen) u
negarornyecknx paboTHMKoB 06 OCHOBHbLIX acnekTax MHPOopPMaLMOHHON 6e30MacHOCTM.

MeTognyeckme  pekomMeHOauun MNo3BoNAT  oOuwleobpasoBaTenbHbIM — OpraHM3auusim 1M opraHam,
OCYLLECTBNAOLLMM YyrpaBneHne B cpepe obpaszoBaHUd, akTyanuanpoBaTb YXKe UCMOoNb3yeMble U pasMmeLleHHble
WHOPMaLMOHHLIE MaTepuarnbl, Tak U MNOArOTOBUTb MX B Cllydae WX OTCYTCTBUS C y4ETOM ITyYLIMX MPAKTUK U
pekoMeHaauunn.

B pamkax meToguyecknx pekoMeHaauui paccmaTpmuBaroTCa cnegyowmne NHCTPYMEHTbI:

1. MHOPMALMOHHbIE CTEHABI;

2. ohmnumanbHble UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBol MHbopMaumMK (LUKOSbHbIE Fra3eTbl, NegarorMyeckue U3gaHus u apyrve).

UHdopMmaLMOHHbIe cTeHAbI
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Ha uvHgopMaunoHHbIX cTeHOax B 00ueobpasoBaTeslbHbIX OpraHM3auusix, PacrnofioXeHHbIX B dowe
yupexaeHmn M B kabuHeTax, OCHAaLLEeHHbIX MepCOoHarbHbIMU YCTPOWCTBAaMM ANdA Bbixoda B ceTb "VIHTepHeT",
peKkoMeHOyeTCsl pa3MecTUTb WMHAOPMALUOHHLIE MNAMSATKM, COAEpXKaljue OCHOBHbLIE COBETbI MO OOecneyeHuto
WMHOPMALIMOHHOM BE30NaCHOCTU YYaLLMXCA.

B npunoxeHun N 1 kK MeTOOUYECKMM peKOMeHAaAUMsM nNpeacTaBneH obpasew, NnaMaTKM ANs pasMeLLeHmns Ha
MHOPMALMOHHLIX CTEHAAX.

CpencTtBa MaccoBou uHdopmaumm

B cpeactBax maccoBon MHGOpMaLuKM, OPUEHTUPOBAHHBLIX Ha OOy4aloLMXCs, PeKOMeHOYyeTCs B TeyeHue
y4yebHOro roga perynspHo nybnukoBaTb MHMOPMaUMOHHbIE MaTepuarnbl, NOCBALLEHHble OTAENbHbIM acrnekram
nHdOopMaLMOHHON 6e30NacHOCTY, a Takke pasnuyHble NaMATKM o6LLero xapakrepa.

B cpeactBax MaccoBoW  MHMpOpMaLMKW, OPUEHTUMPOBaHHBLIX Ha MedarorMyeckylo  OBGLLECTBEHHOCTb,
PEeKOMEHOYETCA B TeYEeHMe KaneHdapHOro roga perynspHo nybnukoBaTb WHGOPMaUMOHHbIE MaTepuarnsl,
NOCBSILLEHHblE OTAEenbHbIM acnekTaM WMHMOPMaLMOHHON 6e30MacHOCTU Kak HeCOBEPLUEHHOMETHMX, Tak WU
obweobpa3oBaTenbHbIX OpraHM3auuii, a Takke pasfuyHble namMsiTkM, 0630pbl  HOPMAaTUBHO-MPaBOBOIO
perynMpoBaHus faHHOW cdhepbl U MHAPOPMALMIO O aKTyarnbHbIX MepONpUATUAX U COBLITUAX B AaHHON cdepe.

B xope nposegeHus EamHoro ypoka no 6esonacHoctn B ceTn "WHTepHeT" pekomeHayeTcs obecnedntb
BbIMYCK TeMaTUYEeCKOro BbiMyCka CpeAcTBa MaccoBOW uHGopmaumm nubo cepuu nybnukauun, cpegm KOTOpbIX
paccMOTPETb OPraHN30BaHHbIE MEPONPUATUSE ANA obydarowmxca, ux pogutenen (3akOHHbIX NpeacTaBUTeENen) K
nepgarornyeckon obLecCTBEHHOCTH.

OdwmumanbHble UHTepHeT-pecypchbl

O6Lwweobpa3oBaTenbHbiM OpraHu3auusM pekoMeHayeTca Ha cBoux odmumanbHbix VHTepHeT-pecypcax
obecneunTb (PYHKUMOHMPOBAHME CaMOCTOATENbLHOrO W CcrneuvanuanpoBaHHoro pasgena "MHdopmaunoHHas
6e3onacHoOCTL", B pamMkax KOTOPOro npeaycMoTpeTb pasMelleHne cneayowen nHdopmaumu:

N Pasgen/nogpasgen dopmaT npeacTaBreHus CopepxaHue matepuarnos
MaTepuarnos
1. |JlokanbHble Konun ooKyMeHTOB B PasmeLllatoTcsa konun JOKYMEHTOB, T.€.

HOpMaTuBHbIe akTbl B | popmate “PDF CKaHWPOBaHHbLIN BapuaHT JOKYMEHTa,
cchepe obecneveHus COOTBETCTBYIOLLMIN TPEOOBAHUAM K
NHOPMALMOHHOW napameTpam CKaHUpOBaHUS.
©e3onacHocTu Pa3meLluaroTcs OKYMEHTHI,
obyyvatoLmxcs pernameHTUpyoLLMe opraHu3aLuo u

paboTy C nepcoHanbHbIMN AaHHbLIMU,
nnaHbl MEPONpPUATMIA No obecneveHunto
NHOpMaLMOHHOW Be3onacHoCTH
obyuvaroLumxcst u gpyrue.

2. |HopmatusHoe Konumn gokymeHTOB B My6nukytoTca akTyanbHble cBeeHUs O
perynuposaHue dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
n“cbMax opraHoB BnacTu 1 apyrue
HOPMaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernameHTupytowme obecneveHne
WMHOpPMAaLIMOHHOM BGe30nacHOCTU
HecoBepLUeHHoNeTHMX. [jonyckaeTcs
BMECTO KOMUIN pa3MeLLaTtb rMnepcehbinkn Ha
COOTBETCTBYIOLLME JOKYMEHTbBI Ha canTax
OpraHoB rocyfapCTBEHHOWM BracTu.
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3. |lMNeparornyeckum TekcT Ha cTpaHuue Pasmelatotcsa metognyeckme
paboTHMKam canta pekoMeHaauun 1 ykasbliBaeTcsl
Konun ooKymMeHTOB B MHopMaLNSa O MeEPONPUATUSIX, MPOEKTax
dopmarte *PDF N nporpaMmmax, HanpaBfeHHbIX Ha

noBblLLeHne NHopMaLMOHHOM
rPaMOTHOCTM Negarorn4eckux paboTHNKOB.

4. | Oby4arowmmcs TeKcT Ha cTpaHuue Pasmelaetca nHdopmMaLMoHHasa namsitka
caunta (npunoxeHue N 2) n ykasbiBaeTcs
WMHopMaLINA O MEPONPUATUSIX, MPOEKTaX
N nNporpaMmmax, HarnpaBIieHHbIX Ha
noBblLLEHNE NH(OPMaLMOHHOM
rPamMoOTHOCTM OBy4YatoLLMXCS.

5. Poautensam (3akoHHbIM | TEKCT Ha CTpaHuLe PasmeluaeTtca nHGopMaUnoHHas namsiTka
npeacTaBuUTEnNsam) canta (mpunoxeHue N 3).
obyyvatoLmxcs

6. |[etckue 6e3onacHble | TEKCT Ha CTpaHuLe PasmeluaeTtca nHgopmauus o
cauTbl canTa peKoMeHAyeMbIX K UCMOMb30BaHNIO B

y4yebHoM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX 4ETCKUX CaATOB.

OpraHam, ocyLleCTBAOLWMM ynpaBneHve B coepe obpa3oBaHus, pEKOMEHOYETCS Ha CBOMX odouLmnarnbHbIX
UHTepHeT-pecypcax obecneuntb YHKUUMOHMPOBaHME CaMOCTOATENbHOrO W CneuManu3vpoBaHHOrO pasgena
"MHndopmanmoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpegycMoTpeTh pa3MeLleHre crieqyroLllern nHpopmaumm:

Mpunoxexue N 1

NAMATKA )
NSl OBYHAIOLMXCS OB UHOOPMALIMOHHOW EE30MACHOCTM AETEW

HENb3A

1. Bcem nogpsg coobuiaTte CBOK 4acTHy MHOpMauMio (HacToswme uMms, damunuio, TenedoH, agpec,
HOMep LLKOSbI, a Takke doTorpadumn CBou, CBOEN CEMbU U APY3€eN);

2. OTKpbIBaTb BNOXEHHbIE (Pairibl 3NEKTPOHHOW MOYThLI, KOrAa He 3Haellb OTNPaBUTENs;
3. [pybuTb, NnpuanpaTbCs, OKa3biBaTh AaBrEHME - BECTU cebs HEBEXTMBO U arpeccrBHO;
4. He pacnopspkaica geHbramm TBoen cemby 6e3 paspelueHus cTapLlumnx - Bcerga cnpawmsan poguTtenen;

5. He BcTtpeuvaiica ¢ NHTepHeT-3HaKOMbIMW B peanbHOW XWU3HU - MOCOBETYMCS CO B3POCIbIM, KOTOPOMY
AoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YuTtaews o cebe Henpaeay B MIHTepHeTe - coobLum 06 3TOM CBOMM pPOAUTENSM
UM onekyHam;

2. anFJ'IaLLIal'OT nepenncoiBaTbCA, UrpaTtb, obmeHunBaTbCA - NnpoBepb, HET J1I1 NOOBOXA;

3. HesakoHHoe konupoBsaHue tannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerga paccka3sbiBai B3pocrbiM 0 NpobrieMax B CETU - OHU BCeraa NoMoryT;

5. Ncnonb3yn HacTponkn 6e30MmacHOCTM U NPUBATHOCTU, YTOObI HE NOTEPATL CBOWM aKKayHTbl B COLICETSIX U
OpYyrux nopranax.

MOXHO
1. YBaxan gpyrux nons3oBaTenem;
2. MNonb3yelbes MHTEpHET-UCTOMHUKOM - iIeNal CCbIfKY Ha Hero;
3. OTKpbIBal TOMbKO TE CCbIMKWU, B KOTOPbLIX YBEPEH;
4. O6waTtbcsa 3a NOMOLLbIO B3POCHbIM - POAUTENW, ONEKYHbI U agMUHUCTPAaLMS CanToOB BCEraa nomMoryr;

5. Mpongu obyyeHne Ha cavite "CeTeBNYOK" 1 NoNyyn nacnopT undgpoBoro rpaxgaHunHal

Mpunoxexne N 2

WH®OPMALIMOHHAA NAMATKA
AnA OBYYAKOLUMXCA AnA PASMELLEHUA
HA OOULUMNANBHbIX MHTEPHET-PECYPCAX

C KaxablM rogom MOSOAEXN B UHTEPHETE CTAHOBUTLCS Gorblue, a LIKOMbHUKA OOHM N3 CaMblX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexgy Tem, MOMMMO OFPOMHOrO KONMYeCcTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobrembl. 3Ta namsaTka JormkHa Nomodb Tebe Ge3onacHo HaxoauTbLCS B CETU.

KOMHbIOTeprIe BUPYCbI

KomnbloTepHbIi BUPYC - 3TO PasHOBMOHOCTb KOMMBIOTEPHBLIX NPOrpaMM, OTIMYUTENbHOW OCOBEHHOCTLIO
KOTOPON ABMSIETCS CMOCOOHOCTb K pasMHOXeHWo. B gononHeHue k 3TOMy, BMPYCbl MOFYT NOBpeauTb Wnu
MONMHOCTbIO YHUUYTOXUTb BCe painibl U AaHHble, MOAKOHTPOSIbHbIE MONb30BATEN, OT MMEHW KOToporo Obina
3anylleHa 3apaxeHHas NporpamMmma, a Takke NoBpeanTb UMK AaXe YHUYTOXWUTb OnepaLMoHHY CUCTEMY CO BCEMU
dannamu B uenom. B BonbIMHCTBE CnydYaeB pacnpoCTPaHSATCA BUPYChl Yepe3 UHTEPHET.

MeToabl 3almMTbl OT BPeOOHOCHbIX MPOrpamm:

1. |/|CI'IOJ'Ib3yIZ CcoOBpEeMEHHbIe oOnepaunoHHble CUCTEeMbl, MMerLline Cepbe3HbIl7I YpPOBEHb 3aWnTbl OT
BPEOOHOCHbIX NMporpamMmm;

2. MocToaAHHO ycTaHaBnvBan nadvtn (LMdpoBbIEe 3annaTky, KOTOpble aBTOMaTU4YeCKW yCTaHaBNMBAlOTCH C
uenbto gopaboTkM nporpammbl) U Apyrme OOHOBMEHUSA CBOEN OnepauuoHHOM cucTeMbl. CkaumBal MX TOMBKO C
odmumanbHoro canta paspabotunka OC. Ecnu cyllecTByeT pexum aBToMaTtu4eckoro 06HOBNEHNS, BKIKOYM €ro;

3. PaboTait Ha cBoeM KoMMbloTepe nof npaBamy Nonb3oBaTtens, a He agMUHUCTpaTopa. OTO He Mo3BONUT
GONMbLUMHCTBY BPEAOHOCHbLIX MPOrpamMm MHCTanIMpoBaTbCs Ha TBOEM NEPCOHAarIbHOM KOMIMbIOTEPE;

4. Vcnonb3yil aHTUBUPYCHbIE MpPOrpaMMHbIE NMPOAYKTbl U3BECTHbLIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBMneHnem 6as;

5. OFpaHI/ILIb d)I/ISI/NeCKMﬁ OOCTyn K KOMMNbOTEPY ANA NOCTOPOHHUX NLL;

6. Ncnonb3yn BHeLWWHWe HOCUMTENN MHOPMaLMK, Takne Kak dneLuka, AMCK unm gann n3 MHTepHeTa, TONbKO
13 NPOBEPEHHbIX NCTOYHUKOB;
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7. He oTkpbiBaii KOMMblOTEPHbIE hainbl, NOSlyYEHHbIE U3 HEHaAEXHbIX UCTOYHWMKOB. [axe Te dhannsbl,
KOTopble Npucnan TBOW 3HaKoMbIN. Jly4lle yTouHM y Hero, oTnpaensan nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMAO nepedayvm AdaHHbIX, HE TEXHONMOrMs, a Bcero nuwb OpeHa, mapka. Ewe B 1991 rogy
HuagepnaHackas kKomnaHust 3apeructpupoBana 6peHg "WECA", 4to obGosHauvano croBoco4veTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCs kak "decnpoBogHast TOYHOCTL".

[lo Hawero BpemeHn powrna gpyrasi abbpeBuaTtypa, KOTOpas SBMSIETCA TaKOW Xe TEexXHosornen. ITo
abbpesunaTypa "Wi-Fi". Takoe Ha3BaHWe ObINIo AaHO C HAMEKOM Ha CTaH4apT BbICLUEen 3BykoBoON TexHukn Hi-Fi, yto
B NepeBofe o3HayaeT "BbICOKast TOYHOCTL".

[a, GecnnaTHbIn WMHTEPHET-OOCTYN B Kadpe, OTensax M asponopTax SIBMSETCs OTMIMYHOW BO3MOXHOCTLHO
BbIX0o4a B UHTEpHeT. Ho MHOMMe akcnepThl cumTaroT, 4To obuwenoctynHele Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMu.

CoseTbl No 6esonacHocT paboTbl B 06wenocTynHbIx cetax Wi-fi:

1. He nepepaBan cBow nuuHy0 uHopmauumio yepes obwenoctynHole Wi-Fi cetn. PaboTtasa B Hux,
XenatenbHO He BBOAWTbL Maponuv A0CTyna, NIOrMHbl U Kakme-To HOMepa;

2. Vicnonb3yi 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl 1 GpaHaMayep. Tem cambiM Tl 06e3onacuilb cebs oT
3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonesosaHum Wi-Fi otkntoun pyHkumio "O6wmin goctyn K chavinam u npuHtepam”. aHHasa dyHKums
3aKpbiTa NO YMOMYaHMIO, OOHaKO HEKOTOpble MOoMb30BaTENW akTUBMPYIOT ee Ana yAobcTBa MCMONb3oBaHWA B
pabote unm y4ebe;

4. He ncnonb3yn nyénuunbin WI-FI ana nepegayv nuyHbIX AaHHBIX, HANpUMep ANd Bbixoga B CouManbHble
CETU WU B SMEKTPOHHYIO MOYTY;

5. Vicnonb3yn TOMbKO 3awmuieHHoe coeguHeHune vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAW MMeHHO "https://";

6. B mMobunoHom TenedoHe oTkmoum dyHkumio "MogknoveHne k Wi-Fi aBTomatuyeckn”. He ponyckan
aBTOMaTU4eCKOro noaknoveHms ycrtponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTy

CouuanbHble CETU aKTUBHO BXOOAT B HaLUy XM3Hb, MHOTMe noan paboTalT U XMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH MuUnnMapg 4YerioBek, YTO SABMNAETCA OAHOW CeObMOW BCEX XUTeNewn nnaHeTbl.
MHorve nonb3oBaTeny He NMOHMMAT, YTO MHopMaUUs, pasMeLLEHHaAs UMUK B COLMalbHbIX CETSIX, MOXET ObITb
HangeHa 1 ncnosnb3oBaHa kem YrogHo, B TOM Yncre He 00s13aTenbHO ¢ bnarumm HamepeHusmu.,

OcHOBHble coBeTbl N0 6e30MacHOCTU B coLMarnbHbIX CeTAX:
1. OrpaHunyb cnncok apy3seit. Y Tebs B Apy3bsax He AOIMKHO OblTb CryYalHbIX U HE3HAKOMbIX JOAEN;

2. 3awumuiar CBOK YacCTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHUs 1
OPYryo NMUYHYI0 MHOPMaLMIO. 3r0YMbILLNEHHNKM MOTYT UCMONb30BaTh AaXe MHGOPMaLU0 O TOM, Kak Tbl 1 TBOU
poauTenu nNnaHnpyeTe NPOBECTUN KaHUKYIbI;

3. 3awyait cBoo penyTaumio - AepXku ee B YMCTOTe U 3aaaBait cebe Bonpoc: XxoTen Obl Tbl, YTOOLI Apyrve
nonb3oBaTenu BUAENM, YTO Thl 3arpyxaellb? MNoaymait, Npexae Yem YTo-To onyGnukoBaTh, HanMcaTh U 3arpysuThb;

4. Ecnu Tbl roBOpULLb C NIOABMW, KOTOPbLIX HE 3HAELLb, HE UCMOMNb3Yl CBOE pearnbHoe UMS U OPYrYHo NIMYHYIO
NHOpPMaLIMK: UMS1, MECTO XXMTENbCTBA, MECTO y4ebbl U Npoyes;

5. M3berai pasmelleHus doTtorpaduii B IHTepHeTe, rae Tl M3006paKeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
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onpegennTtb TBOE MECTONOJIOXEHUE;

6. Mpu perucTpauun B coumanbHoOi ceTn HeobxoanMo UCMOSb30BaTh CIIOXKHbIE MapOsM, COCTosALME 13 ByKB
N UMAP 1 C KONTMYECTBOM 3HaKOB He MeHee 8;

7. Ona counanbHOM ceTu, NoYTbl U APYrMX canToB HEOGX0AMMO UCMONb3oBaTh pasHble naponu. Toraa ecnu
Tebs B3IOMAlOT, TO 3M10YMBbILLIIEHHMKM MOMyYaT AOCTYN TOSIbKO K OAHOMY MECTY, a He BO BCe cpaasy.

OneKTpPOoHHbIe AeHbIN

SJ'IeKTpOHHbIe OEHbIN - 3TO OYEHb yﬂOGHbIIZ cnocob nnartexemn, oaHaKo CyLleCTBYHOT MOLUEHHUKN, KOTOPbIE
XOTAT NONYYUTb 3TN OEHbIU.

SJ'IeKTpOHHbIe OeHbrn nodaBuUinCb coecemMm HeadaBHO N UMEHHO M3-3a 3TOI0 BO MHOIMX rocygapcrBax Ao Cux
nop He NponncaHo Npo HMX B 3aKOHax.

B Poccun xe OHU OyHKUMOHMPYIOT Y O HUX YXKe NPOMMCaHO B 3aKOHe, rae UX pasgenslT Ha HEeCKONbKO
BUOOB - aHOHWMHbIE M HE aHOHWMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoAUTb onepauun 6e3 naeHTUUKALMK NMONb3oBaTens, a B HeaHOHUMHbIX MAOEHTUMUKALMA Nonb3oBaTens
sABNsieTca 06s3aTeNbHOMN.

Takke crnegyeT pasnuyaTb 3NEKTPOHHble uaTHble AeHbMM (paBHbl TOCYAAPCTBEHHLIM BanoTam) W
3NEKTPOHHbIEe HednaTHbIe AeHbIM (He paBHbl FOCYAapCTBEHHBLIM BanoTam).

OcHoBHble COBETbLI M0 Ge3onacHoi paboTe C 3NEKTPOHHLIMU AeHbramu:

1. MNpuBsxM K cHeTy MOBUNBHBIM TenedoH. 3To cambli yAOOHbIN 1 BbICTPLIA CNOCO6 BOCCTaHOBUTL AOCTYM K
cueTy. MpuBsA3aHHbIN TenedoH NMOMOXET, ecnn 3abydellb CBOW MIATEXHbIA Napofib UMW 3aidelb Ha canT C
HEe3HaKOMOro yCTPOMCTBA;

2. Vicnonb3yn opHopasosble naponu. Nocne nepexofa Ha ycuneHHyk aBTopusauuio Tebe yxe He Gyger
yrpoxaTtb OMacHOCTb KPaXu Unun nepexasara nraTexHoro napons;

3. Bbibepu cnoxHbein naponb. lNpecTtynHukam OydeT He MpOCTO yragaTb CROXHbI naponb. HagexHbie
naponu - 3To Naporu1, KOTopble coaepXxaT He MeHee 8 3HaKOB M BKIOYalOT B cebs CTPOYHbIE M NPOMMUCHbIE OYKBHI,
undpbl U HECKOMBbKO CUMBOJSIOB, TakMe Kak 3Hak gonnapa, yHTa, BOCKNMUATESbHbIA 3HAK M T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBEpsieLlb.
JrneKkTpoHHas noyTta

OneKTpoHHasi mo4yta - 3TO TEXHONOMUA U MPEeAOCTaBfsieMble €0 YCNyrM Mo Mepechiike U MoNyyYeHuo
3NEKTPOHHbIX COOBLLEHWNIA, KOTOPbIE pacnpenensoTcs B KOMMbIOTepHOW ceTh. OBbIYHO SMEKTPOHHbIN MOYTOBLIN
AWMK BbITMSONT criedylolmm obpa3oM: MMs_Mosfb3oBaTens@vMs_aoMeHa. Takke Kpome nepedayn npocToro
TEKCTa, UMeeTCs BO3MOXHOCTb NepeaaBaTb dainbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHON NOYTON:

1. Hago BbIGpaTb npaBuibHbIM NOYTOBLIA CepBUC. B MHTepHeTe ecTb OrpoMHbIN Bbibop GecnnaTHbIX
MOYTOBLIX CEPBMCOB, OAHAKO Ny4lle JOBEPATb TeM, KOrO 3HaeLUb U KTO NepBbI B PENTUHTE;

2. He ykasbiBam B MNWYHOW MOYTE JNNYHYHO UWHopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHat@" nnu "pok2013" BmecTo "Temal13";

3. Vcnonb3yn oByxaTanHyk aBTopm3aumio. OTO Korga NoMUMO Napons HYXXHO BBOAUTb KO, MpUCbinaemMbli
no SMS;

4. Bbibepy CroxHbIn naponb. Ons KaXaoro noYToBOro siluka AOMMKEH OblTb CBON HAaAEXHbIA, YCTOMYUBLIN K
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B3M1OMYy naporib;
5. Ecnv eCTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOW JINYHbIN BOMPOC, UCMOMb3Y 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HeCKONbKO MOYTOBLIX AWMKOB. [MepBbli AN YacTHOW Nepenucky ¢ agpecataMu, KOTOpbIM Tbl
fAoBepsiellb. ITO 3N1EeKTPOHHbLIN agpec He Hado UCMoNb30BaThb NpU perucTpaumnn Ha popymMax u canTax;

7. He oTkpbiBav dhannbl 1 gpyrne BNoXeHUs B MMCbMax, AaXe €Cnv OHW MpULLAM OT TBoMX Apy3ewn. Jlyywe
YTOYHW Y HUX, OTNPaBAANM N oHN Tebe aTn hannsl;

8. MNocne okoH4YaHWst paboTbl Ha MOYTOBOM CEPBUCE MEPES 3aKpbITUEM BKIaAKM C CAanToM He 3abyadb HaxaTb
Ha "Bbintn".

Knbep6ynnuHr nunm BuptyanbHoe usgeBaTefibCTBO

KVI6€p6yJ'IJ'II/IHF - npecrnegoBsaHne coobLweHnsamn, coaepxawmmvn OCKOp6J'I€HVIFI, arpeccuio, 3anyrmBaHue;
XynuraHCTBO,; couunarnbHoOe 60IZKOTMpOBaHMe C NOMOLLBbK pa3fmiMyHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeThbl No 6opbbe ¢ knbepbynnMHrom:

1. He Gpocancsa B 6on. Jlyuwmin cnocob: nocoBeToBaTbCsa Kak cebsi BECTU U, €CNIN HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHa4arne ycrnokouTbesl. Ecnm Tbl HauyHeLb oTBeYaTb OCKOPGMEHMSIMM Ha OCKOPOGEHUS!, TO TOMbKO
elle 6onblue pasoXeKeLlb KOHAIUKT;

2. YnpaBnsi cBoen knbeppenyTtauuen;
3. AHOHMMHOCTb B CETU MHUMasi. CyLLeCTBYIOT CNOCObbI BbISCHUTbL, KTO CTOUT 32 @HOHMMHbIM aKkKayHTOM;

4. He cTonT BecTu XynuraHckui obpas BUPTyasnbHOW XM3HW. VIHTEpHET uKCUpyeT BCe TBOW AEWCTBUS U
coXpaHsieT ux. Yganutb ux byaet kpanHe 3aTpyaHUTENBHO;

5. Cobnitogant cBOK BUPTYarbHYK YeCTb CMOSIOAY;

6. VrHopupyv eauHu4HbIi HeratuB. OgHOpasoBble OCKOPOUTENbHbIE COOBLIEHMS Nyylle UrHOpUpPOBaTb.
OOGbI4HO arpeccus npekpallaeTcs Ha HavarnbHOW CTaauu;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMAMM, B coLManbHbIX CETSX €CTb
BO3MOXHOCTb 6J'IOKI/IpOBKI/I OoTnpaBkn coobLeHnn ¢ onpenerieHHbIX agpecos;

8. Ecnu Tbl cBngetens knbepbynnuHra. TBoOM OeNCTBMSA: BbICTYNUTL NPOTMB NpecrnegoBaTens, nokasaTtb eMy,
4YTO ero AenCTBMSA OLIEeHMBAKTCA HeraTuBHO, NoddepXKaTb XKepTBY, KOTOPOW HyXXHa NCUXONorMyeckas noMollb,
coobLWNTL B3pOCnbIM O hakTe arpecCMBHOIO NoBeAEHNS B CETU.

Mo6unbHbLIN TenedoH

CoBpeMeHHble cMapTOoHbI 1 NiaHWweTbl cogepaTt B cebe BronHe B3pochblid yHKUMOHAN, U Tenepb OHU
MOTyT KOHKYPMPOBaTb CO CTaLMOHApHbIMKU KoMrbloTepamu. OgHako, cpeAcTB 3alluTbl AnA NoAoGHbLIX YCTPOWCTB
noka o4YeHb Maro. TecTUpoBaHWE M MOUCK YA3BMMOCTEWR B HUX MPOUCXOAMT He Tak MHTEHCUBHO, kak ans MK, To xe
camoe KacaeTcsl U MOBUIbHbBIX MPUMOXKEHWUA.

CoBpeMeHHble MOBUMbHbIE Bpay3epbl yXe MPaKTUYECKU [OOrHamnM HacToMbHbIe aHanorM, OAHaKo
paclumpeHve (hyHKLMOHana BrieveT 3a coboi GOorbLUY0 CIOXHOCTE Y MEHbBLUYHO 3aLLMLLEHHOCTb.

[aneko He Bce npoun3sogunTesin BblMyCKatkoT 0OHOBINEHNS, 3aKpbiBawLWNE KPUTUHECKMNE YA3IBUMOCTU AO5A
cBOUX YCTpOIZCTB.

OcHoBHble coBeTbl Ans 6e3onacHoCcTM MObunbHOro TenedoHa:

Huyero He sBnsetca no-Hactosiiemy 6ecnnatHbiM. Bydb OCTOpoxeH, Bedb korga Tebe npegnaratoT
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GecnnaTHblii KOHTEHT, B HEM MOTYT GbITb CKPbIThI KAKME-TO MaTHbIe YCIyru;

HOyman, npexage yem otnpaBuTb SMS, ¢oTO unu Buaeo. Tbl TOYHO 3HAELUb, rAe OHWM OyayT B KOHEYHOM
ntore?

Heobxoaumo o6HOBNSATE OMepaLyoHHy0 CUCTEMY TBOEro CMapTdOHa;
Ncnonb3yi aHTMBUPYCHbIE NpOrpaMmbl A51s MOBUIbHbIX TeNedOHOB;

He 3arpyxall nNpunoXeHust OT HEW3BECTHOIO MWCTOYHMKA, Bedb OHWM MOTYT CoAaepaTb BpenoHOCHOoe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BbIMAELb C CalTa, rae BBOOUI NINYHYIO MHAOPMaLMIo, 3aiaM B HAacTporkn Bpayaepa u
yaanu cookies;

Mepuroanyeckn NpoBepsAn, Kakme nnaTHble YCryru akTMBMpPOBaHbI HA TBOEM HOMEPE;

,D,aBaVI cBOWM HOMEp MOOWNBHOroO TeJ'Ie(*)OHa TOJIbKO NKOOAM, KOTOPbIX Thbl 3Haellb U KOMY OOBEpAELUb;

Bluetooth gomxeH ObITb BbIKMOYEH, KOrga Tbl UM He Morb3yellbesi. He 3abbiBan nHorga npoBepsiTb 3TO.
Online urpbl

CoBpeMeHHble OHMaWH-Urpbl - 3TO KpacouHble, 3axBaTbiBalolME pasBrievyeHusl, OObeaMHALIUE COTHU
TbICSY YernoBek no BceMy mupy. Urpoku mccredytoT AaHHbIA UM MUp, OBLIaTCs ApYr C APYrOM, BbIMOMHSOT
3a[laHunsA, CpaXxaloTCcs C MOHCTPaMU 1 NosyyatoT onbIT. 3a YA0BOMNbLCTBME OHU NNaTAT: NOKynaT AMCK, ONayvBaoT
aboHEMEHT UMK NpMoBpeTaloT Kakne-To onuum.

Bce atu cpencrtea mMayt Ha nogaepXaHune wu pas3Butne urpbl, a TaKke Ha CcaMy ©e30nacHoCTb:
COBEPLLUEHCTBYHOTCA CUCTEMbI aBTOpU3aLlnn, BbiNyCKakOTCA HOBbIE NaTyu (LI,VI(prBbIe 3annaTtkm and nporpaMM),
3aKpbIBalOTCA YA3BMMOCTU CEPBEPOB.

B nogoGHbIx nrpax CTouT onacatbCA He CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbBKO KpaXW TBOEro rnaposd, Ha
KOTOpPOM OCHOBaHa cuctema aBTopun3auunn GonbLlUMHCTBA urp.

OcHoBHbIe coBeTbl N0 6e30MacHOCTN TBOErO MrpoOBOIro akkayHTa:

1. Ecnn gpyron urpok BegeT cebsa nnoxo wunu cosgaet Tebe HenpusaTHOCTM, 3abnokumpyn ero B Cruvcke
NrPOKOB;

2. I'Io>|<any17|c;| agMUHUCTPaTopaM Urpbl Ha NMJjioxoe noBegeHne 3Toro Urpoka, XenartesribHo NPpuiioXnTb Kakne-
TO OJOKa3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBal nu4yHyto nHcdopmaumio B npodpanne nrpbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBamn HeomumanbHble NaTym u Moapl;

6. cnonb3yn CnoXxHble 1 pasHble Naponu;

7. Oaxe BO BpemMA Urpbl He CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOW KOMMNbOTEP MOTYyT
3apa3nTb.

PULIMHT unun KpaXxa JIMYHbIX AaHHbIX

OOGbIYHON Kpaxkel OeHer U [OOKYMEHTOB CErofHsl yXKe HUKOro He yauBWLIb, HO C PasBUTUEM WHTEPHET-
TEXHOMOMMIN 3MOYMbILLNEHHUKN NEPEMECTUNUCL B MHTEPHET, U NPOAOIIKAOT 3aHMMaTLCA "NoGUMbIM" Aenom.
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Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLLUEHHNYECTBA UIM OULLIMHT, TMaBHas Lieflb KOTOPOro COCTOMUT B
nonyyYeHnn KoHduaeHUmarnbHblX JaHHbIX Nonb3oBaTenen - norMHoB 1M naponen. Ha aHrnuiickom asbike phishing
yntaeTca kak uwwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNMHIOM:

1. Cnegu 3a cBOMM aAKKayHTOM. Ecnu Thbl noaos3peBaellb, YTO TBOA aHKeETa Oblnia B3nioMaHa, To HeobxoaAnMo
3a6J'IOKVIpOBaTb ee 1 coodwmTb agMUHUCTpaTopaM pecypca 006 3TOM KaK MOXHO CKopee;

2. Ncnonb3yn 6e3onacHble Be6-caliThbl, B TOM YACIE, UHTEPHET-MarasuHoB U NOUCKOBLIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnun Tebs B3NOMalT, TO 3MNOYMbILLUNEHHUKM
nonyyaTt AOCTYMN TOMbKO K OOQHOMY TBOEMY MPOMUII0 B CETU, @ HE KO BCEM;

4. Ecnn Te6s B3noManu, To Heobxoaumo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble fobaBneHbl y Tebs
B ApY3bsX, O TOM, 4YTO TeDS B3noManu u, BO3MOXHO, OT TBOErO MMeHM OyaeT paccbinaTbCsi CMaM U CCbINKU Ha
(P1LLMHIOBLIE CaNThl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MoOunbHbIN TenedoH;
6. OTKMOUM coxpaHeHue napons B bpaysepe;

7. He oTkpbiBan hanel 1 gpyrue BRoXeHUst B NUCbMaX, JaXe eCnuv OHWU NpULLInM OT TBouXx Apysen. Jlyyule
YTOYHM Y HUX, OTNPAaBAANN N OHU Tebe aTn hanneol.

LUndpoBas penyrtaums

LindppoBas penyTtaums - 3To HeratMBHas unu no3ntrueHasi MHpopmaumsi B cetn o Tebe. KomnpomeTtupytoLas
nHdopmauus, pasMeLleHHas B UHTEpPHETe, MOXEeT cepbe3HbiM 06pa3om OTpasnTbCA Ha TBOEW peanbHOW XU3HW.
"LUndpoas penytaumsa” - 3To TBOW UMULXK, KOTOPbIA hopMupyeTcs n3 uHcopmauum o Tede B MHTEPHETE.

TBOE MECTO XUTENbCTBA, yqe6b|, TBOE CbVIHaHCOBoe nonoxeHune, ocobeHHOCTH Xapaktepa U pacckasbl O
ONn3KNxX - BCe 3TO HaKanMBaeTCsl B CETU.

MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCA K nybnukauum nmyHon uHdopmauun B MHTepHeTe, He
NOHMMas BO3MOXHbIX NOCNeacTBUN. Thl Jaxe He CMOXeLlb Aoragatbest 0 TOM, YTo doTorpadus, pasmeLleHHas 5
neT Ha3ag, ctana npuM4MHON OTKasa NpPUHATL Tebs Ha paboTy.

KoMmeHTapuu, pasmMeLleHne TBoux potorpadun v gpyrme 4encTBus MOryT He UCHE3HYTb Jaxke nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3HaeLlb, KTO COXpaHuI 3Ty MHGOopMaumio, nonana v oHa B MOUCKOBbIE CUCTEMBI U
COXpaHunach N1 OHa, a rmaBHOe: YTO NoAgymatoT 0 Tebe oKpyxalLlme Noau, KOTopble HanayT U yBUAAT 3T0. HaTtu
MHOPMALMIO MHOTO MET CNYCTA CMOXET fobon - kak n3 fobpbix NOOYXKAEHWIN, Tak U C HAMEPEHNEM MPUYMHUTD
Bpen. ATO MOXeT ObITb KTO YrogHo.

OcHoBHble coBeTbl NO 3awWuTe ungpoBor penyTauum:
1. Nogyman, npexae Yyem 4YTO-To Ny6rMKkoBaThb M NepenasaTth y cebs B 6riore unu B coumnansHoOM ceTu;

2. B HacTtporkax npounsa yCTaHOBM OrpaHW4YeHMs1 Ha MPOCMOTP TBOEro npodurs U ero CoaepXMmoro,
cAenai ero Tonbko "Anga apysen”;

3. He pa3meluain n He ykasbiBai MHOpMaLMio, KOTopasi MOXET KOro-nnmbo ockopOnsite unn obmxaTsb.
ABTOpCKOE NpaBo

CoBpeMeHHbIe LUKOMbHWKK - aKTMBHbIE Monb3oBaTenu UmMgpPoBoro npoctpaHcTea. OgHako Aarneko He Bce
3HalOT, 4YTO TMOSb30BAaHME MHOTMMMM BO3MOXHOCTSMU LUGPOBOro Mupa TpebyeT cobnogeHnss npaB Ha
VHTENNEeKTyanbHylo COGCTBEHHOCTb.
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TepMUH "MHTEenNnekTyanbHasi COOCTBEHHOCTb" OTHOCUTCHA K PasfMyHbiM TBOPEHWUSIM 4Yer0BEYEeCKOro yma,
Ha4YMHasi C HOBbIX U30OpEeTEHMIN U 3HaKOB, 0603HaYalLWMX COOCTBEHHOCTb HA MPOAYKTHI U YCNyrW, U 3aKaH4uBasi
KHUramm, gotorpadumsamm, KWUHOPUNBEMaM1 U My3blkanbHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME MNpaBa - 3TO NpaBa Ha UHTeNNeKTyarnbHylo COBCTBEHHOCTb Ha NPON3BEeAEHMS Hayku, nuTepaTypbl
N UCKyccTBa. ABTOPCKME NpaBa BbICTYNaloT B KaYecTBe rapaHTuM TOro, YTO MHTENNEKTyarbHbIA/TBOPYECKUA Tpya
aBTopa He OyOeT HanpacHbIM, 4acT eMy CrpaBeAnMBblE BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
MOSlyYnTb W3BECTHOCTb W MNpusHaHue. HukTo Ges paspelueHUss aBTopa He MOXeT BOCMPOW3BOAUTL Ero
npousBeaeHne, pacrnpocTpaHsiTb, NyGNMYHO AEMOHCTPMPOBATL, NpoaaBaTb, MMNOPTMPOBATbL, NMyckaTb B MpoKaT,
nyGNNYHO UCMONHSTh, NOKa3biBaTb/UCMONHATL B 3dnpe unu pasmeLlaTs B IHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpammHoro obecneyeHnsa MoxeT npmnBeCcTn K MHOTMM pUCKaM: OT NoTepu
OaHHbIX K TBOMM akKkayHTaM 00 6J'IOKMpOBKI/1 TBOEro yCTpOﬁCTBa, roe yCraHoBJieHa HeneranbHaa nporpamMmma. He
CTOUT Takxke 3abblBaTb, YTO CyLLEeCTBYIOT JleralnbHble U OecnnaTtHble nporpamMmmbl, KOTOpPble MOXXHO HanTn B CETW.

O noptane

CeTeBMYOK.ph - TBOW rMNaBHbIN COBETYMK B CeTW. 34eCb Thbl MOXelWb y3HaTb O ©e3onacHoOCTM B ceTu
MOHSITHLIM M OOCTYIMHbIM SI3bIKOM, @ NPU BO3HUKHOBEHUW KPUTUYECKOW CUTyaLmMmn 00paTuTbCsl 3a COBETOM. A Takke
NPUHSATbL y4acThe B KOHKYpcax 1 cTaTb caMbiM LIMPPOBLIM rpaxgaHnHom!

MpunoxeHne N 3
NAMATKA Ang POAUTENEN O6 UHOOPMALIMOHHOW BE30OMACHOCTU OETEN

OnpepneneHve TepMnHa "nHdopMaLmMoHHas 6e3onacHocTb aeten" cogepxutcs B ®enepanbHomM 3akoHe N
436-93 "O 3awuTe geten OT MHGOPMaUMW, MPUYUHSIIOLENA Bped WX 340POBbI U PasBUTMIO", PErynmpyroLmum
OTHOLLEHWS!, CBSA3aHHbIE C 3alUTON AeTeln OT MHpopMaLun, MPUYMHSAIOLLEN BPEL NX 340POBLI0 U (MNX) pasBuUTHIO.
CornacHo gaHHOMY 3akoHy "MHdopmauuoHHas 6e3onacHOCTb AeTen” - 3TO COCTOSiHME 3alUMLLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIN C NpUYMHEHNEM NHbOpMaLMen Bpeaa nx 340poBbio 1 (Unn) usmdeckomy,
NCUXNYECKOMY, YXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-93 nHdopmaumnen, NpuumnHsOLWEN Bpen 300pPOBLI0 U (MNK) pas3BUTUIO
OeTeln, saBnseTcs:

1. nHdopMaLusa, 3anpeLleHHas Ansa pacnpocTpaHeHusa cpeaun aeTei;

2. vHdopMauus, pacrnpocTpaHeHWe KOTOPOW OrpaHWyeHO cpeau AdeTen onpederieHHbIX BO3pPacTHbIX
KaTteropun.

3. K uHdopmaumn, sanpeLleHHoOn gnsa pacnpocTpaHeHust cpeaun AeTen, OTHOCUTCS:

4. nHdopmauus, nobyxaawowas OeTeld K CoBepLUeHUo OeNCTBUI, NPeACcTaBnsoWmMX Yrpo3y WX >KU3HU U
(vnn) 300p0OBbLIO, B T.4. NPUYMHEHMIO Bpeda CBOeMy 300P0Bbl0, CaMOyGUIACTBY;

5. cnocoBHOCTb BbI3BATbL Yy AETEW XenaHue ynoTpebutb HapkoTUYecKkue CpeacTBa, MCUXOTPOMHbIE U (MnK)
ogypmaHuBalolme BelecTBa, TabayHble M3genus, ankoronbHyl W CNMpTOCOAEpXKallylo MpPoAYKUMIO, MWBO U
HanuTKW, U3roTaBnMBaeMble HA €ro OCHOBE; MPWHATb y4acTue B asapTHbIX Urpax, 3aHMMaTbCsH MPOCTUTYLMENR,
BpOoASKHNYECTBOM UMW NONPOLLIANHNYECTBOM;

6. obocHoBbIBalolasi WM OnpaeApblBalollas OONYCTUMOCTb Hacunmss un (Mnun)  KecTokocTn nmbo
nobyxaatoLLas oCyLEeCTBNATb HACUbCTBEHHbIE AENCTBUS NO OTHOLLEHMWIO K NIIOAAM U XXUBOTHbBIM;

7. oTpuuaoLwas ceMenHble LEHHOCTN U POPMUPYIOLLAs HeyBaXKeHWe K poantensam n (unun) gpyrum yneHam
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ceMbU;
8. onpaegbiBaoLas NpOTUBONPaBHOE NOBEAEHME;
9. cogepKalyasi HeLleH3ypHy0 BpaHb;
10. cogepxauwiasn nHdopMaLno NopHorpadMyeckoro xapakrepa.

K uHgopMaLmyM, pacnpocTpaHeHWe KOTOpOi OrpaHuyYeHo cpeau [eTeil onpedeneHHoro Bo3pacTa,
OTHOCUTCS:

1. nHcbopMaumsi, NpeacTaBnsiemMasi B BUAE M300PaKEHUs1 UMM OMMUCAHUS KECTOKOCTU, PU3MYECKoro u (Mnm)
MCUXMYECKOTO HACUNUS, NPECTYNIIEHNS UMM MHOTO aHTUOOLLECTBEHHOIO AeNCTBUS;

2. BbI3biBalOWasa y AeTer CTpax, yKac uUnuM naHwky, B T.4. NpeAcTaBnsieMas B Buae unsobpaxeHusa unu
OnucaHWs B YHWXKalOLleh 4enoBeyeckoe [AOCTOMHCTBO (popmMe HeHacunbCTBEHHOW cmepTu, 3abonesaHus,
camoybuincTBa, HeCc4HacTHOro Cryyasi, aBapum Unu katactpodbl 1 (MK) X NOCNEACTBUN;

3. npeacraBnsiemMass B Buge u300paXeHMs WM ONMCaHUS MOSOBbIX OTHOLUIEHWA MEXOY MY>XYMHOW W
YKEHLLIMHON;

4. copgepkallas GpaHHbIe CrioBa U BblpaXeHWsl, He OTHOCSLLMECS K HELLeH3ypHOW BpaHu.

C y4eToM 3TOro Bam npegnararoTca npasuna pa60TbI B CeTn MHTepHeT ana pasyindHbliX BO3PACTHbIX
KaTeropvn?l, cobntogeHue KOTOpPbIX NO3BOJINT obecneunTtb VIHCbOpMaLI,I/IOHHyPO ©e3onacHOCTb BalUMX AeTEN.

O6wwue npaBuna ans poauTenen

1. HesaBncumo ot Bo3pacTta pebeHka ncnonb3ynte nporpaMMHoe obecrnedeHre, nomoratllee GunbTpoBaTb
N KOHTPONMPOBaTb MHPOPMaLMIO, HO He MonaramTecb NOMHOCTLI0 Ha Hero. Balle BHMMaHMe K pebeHKy - rmaBHbIN
MeToA 3aLlnThbl.

2. Ecnn Baw pebeHOK MMeeT aKkayHT Ha ogHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMaATENbHO U3y4nTE, Kakyro MHAPOPMALMIO MOMELLAIOT ero y4acTHUKU B CBOMX NPOodunsix u
6riorax, Bknoyas otorpacumn n sBugeo.

3. MNpoBepbTe, C KakKMMKM OPYrMMKU calWTaMu CBsi3aH couumarnbHbli cepBuc Bawero pebeHka. CTpaHWMuYKM
Bawero pebeHka MoryT ObiTb 6€30MacHbIMU, HO MOTYT M COAEPXKaTb CCbINIKN Ha HeXernaTernbHble U ONacHble CanThbl
(Hanpumep, NOPHOCANT, UNN CanT, Ha KOTOPOM ApYr yNoMMHaeT HOMep COTOBOro TenedoHa Bawwero pebenka nnm
Baw pomaluHmi agpec)

4. Moowpsnte Bawux geter coobuiate 060 BCEM CTPaHHOM WM OTTafkuBalLEM U He CIIULLKOM OCTpO
pearvpymnte, KOraa OHW 3TO AenatoT (M3-3a onaceHusl NoTepaTb AOCTYN K VIHTEpHETY OETU HE rOBOPAT POAUTENAM
0 npobnemax, a Takke MOryT HayaTb UCMONb30BaTb VIHTEPHET BHE [lOMA U LLKOSbI).

5. BygbTe B Kypce ceTeBow Xu3HU Bawero pebeHka. MIHTepecyiiTech, KTo ux apy3bs B IHTepHET Tak xe, Kak
WUHTepecyeTeChb pearnbHbIMU OPY3bAMU.

Bo3spacT ot 7 no 8 ner

B VMHTepHeTe pebeHOK cTapaeTcsl NOCeTUTb TE€ UMM WHbIE CalTbl, @ BO3MOXHO WM 4aTbl, paspeLleHne Ha
nocelleHne KOTOpbIX OH He nonyyun 6bl OT poautenen. oaTomy poauTensam OcoBGeHHO MnonesHbl ByayT Te
OTYETbI, KOTOpble MPEedoCTaBMATCA MporpaMMaMu MO  OFpaHWYeHuMd  UCMonb3oBaHMsS WHTepHeTa, T.e.
PoauTtenbckuii KOHTPOMb UK TO, YTO Bbl CMOXeETE YBUAETb BO BpeMeEHHbIX hannax. B pesynbtate, y pebeHka He
OydeT OLyLleHNs, YTO 33 HUM BedeTCs MOCTOSHHbIA KOHTPOMb, OAHaKo, poauTenu GygoyT no-npexHemy 3HaTb,
Kakume canmTbl nocewiaet mx pebeHok. [leTm B gaHHOM Bo3pacTe obnagalT CUMbHbIM YyBCTBOM CEMbW, OHU
JOBEpUYMBbI M HE COMHeBatTCca B aBToputeTax. OHM nobaT urpaTb B CeTeBble UIPbl U MyTeLecTBOBaTb MO
VHTepHeTy, NCNOMb3ys 3NEKTPOHHYIO MOYTY, 3aX0AUTb Ha CalTbl U YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSMM.
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CoBeTbl No 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. Cospganite cnucok AOMalLHMX MpaBuil nocelleHust VIHTepHeTa npu yyacTum geten u Tpebyinte ero
BbINOSTHEHUS.

2. Tpebyiite oT Ballero peGeHka cobnogeHns BpeMeHHbIX HOPM HaxoXaeHus 3a KoMnbloTepoM. MokaxuTte
pebeHKy, 4YTo Bbl HabnogaeTe 3a HUM He NOTOMy YTO Bam 370 XoyeTcs, a notomy 4YTto Bbl Gecnokoutech o ero
Ge30MacHOCTM 1 BCeraa rotToBbl €My NOMOYb.

3. KomnbloTep ¢ nogkntodeHnem kK MHTepHeTy OOrmKeH HaxoAauTbCs B oblen KoOMHaTe nog npuvcMoTpOM
poauTenen.

4. MCHOﬂbSyVITe cneunarnbHble JETCKUE NMONCKOBbIE MaLUWHbI.

5. V|CI'IOJ'Ib3yl7ITe cpencrtea 6]'IOKVIpOBaHVIFI HeXenaTesibHOro KOHTEeHTa KaK AOornoJIHeHWe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOIIO.

6. Co3pgainte ceMenHbl 3NEKTPOHHbBIN ALWUK, YTOObI HE NO3BONUTL AETAM MMETb CODCTBEHHLIE agpeca.

7. Bnokupyinte gocTtyn k cantam ¢ 6ecnnaTtHbiMM MOYTOBLIMM SILLMKAMWU C MOMOLLbIO COOTBETCTBYIOLLIETO
NporpaMMHOro obecneyeHus.

8. Mpuyunte peten coBeToBaTbCA ¢ Bamu nepeq ony6nvkoBaHvem kakon-nnbo nHdopMauun cpegcrsamm
3MEKTPOHHOM NOYThI, YaTOB, PErMCTPAaLMOHHBIX OPM M NpodUnen.

9. Hayunte geten He 3arpyaTb Ghansibl, IporpamMmmbl Unn My3biky 6€3 Ballero cornacusi.
10. He paspeluante getsim ncnonb3oBaTtb ClyXObl MTHOBEHHOIO OOMeHa COO0LLEHNAMM.

11. B "Genbi" cnucok caniToB, paspeLUeHHbIX AN MOCELeHUs, BHOCUTE TONbKO CaWTbl C XOpOLUEW
penyTauunein.

12. He 3abbiBanTe 6ecenoBatb ¢ getbMu 06 nx apy3bax B MIHTepHeTe, Kak ecnu 6bl peyb Wwna o Apy3bsx B
peanbHON XN3HW.

13. He pgenavite "Taby" 13 BONpOCOB MOSIOBOM XWU3HW, TaK kak B IHTepHeTe AeTU MOryT JIErkO HaTKHYTbCS Ha
nopHorpadguio Unn cantel "anga B3pocnbIx".

14. Mpuyunte Bawero pebeHka coobiaTb BaMm 0 NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ IHTepHETOM.
OcTaBaniTecb CMOKOVHBLIMW M HanoMHWTE AeTsIM, YTO OHM B Ge30nacHOCTW, ecrnv caMu pacckasanv Bam O CBOMX
TpeBorax. lNoxeanuTte nx N NOCOBETYNTE NOLONTM eLle pas B NOAOOHbIX Cry4asx.

BospacT getent ot 9 no 12 net

B maHHOM Bo3pacTe AeTu, kak MpaBWrio, YKe HachbllaHbl O TOM, Kakasi MH(opMauus cyliectsyeT B
NHTepHeTe. CoBepLUEHHO HOpMarnbHO, YTO OHM XOTAT 3TO YBWAETb, MPOYECTb, ycnbilaTb. [py 3TOM HyXHO
MOMHUTb, YTO [OOCTYM K HexemnaTenbHbIM MaTepuanam MOXHO Nerko 3abrnokuposaTb MNPV MOMOLLM CPEeAcTB
Poautenbckoro KOHTpons.

CoBeTbl No 6be3onacHocTy Anga geten ot 9 go 12 net

1. CosganTe CNMCOK AOMalUHMX NpaBun noceweHuss VIHTepHeT npu yyacTum peten u TpebynTe ero
BbINOMHEHUS.

2. Tpebynte o1 Bawero pebeHka cobnoaeHns HOPM HaXOXOEHUSA 3a KOMMbIOTEPOM.

3. Habnwogante 3a pebeHkom npu paboTe 3a KOMMbLIOTEPOM, MOKaXute emy, 4to Bbl Gecrnokoutecb 0 ero
6e30nacHOCTM U BCeraa roToBbl OKa3aTb eMy NOMOLLb.
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4. KomnbloTep ¢ nogkniodeHnem B VIHTepHeT OOrmkeH HaxoouTbca B obLUer KoMHaTe nog MpUCMOTPOM
poavTenen.

5. Ncnonb3ynte cpeactsa GMOKMPOBaHUSA HeXernaTerbHOro KOHTEHTa Kak [OMOfHeHWe K cTaHgapTHOMY
PoantensckoMy KOHTPOSHO.

6. He 3abbiBaiiTe npuHMMaTb HEMOCPEACTBEHHOE yyacTue B Xu3Hu pebeHka, GecegoBaTtb ¢ 4ETbMU 06 UX
Apy3bsix B IHTepHeTe.

7. HactauanTte, 4ToObl AETW HUKOrAa HE cornallanncb Ha NYHbIe BCTPEYM C ApY3bsamMu No VIHTEepHeETY.
8. MNMosBonanTe geTam 3axoauTb TOMbKO Ha canTbl 13 "6enoro" cnucka, KOTopbIn co3ganTe BMECTe C HAMM.

9. Mpuyuynte OeTtei HUKOrOa He BblgaBaTb NUYHYIO MHAOPMALIMIO CPEACTBAMU 3NEKTPOHHOW NOYThI, YaToB,
CUCTEM MFHOBEHHOTO 06MeHa COOBLLEHMSIMU, PEFUCTPALMOHHBIX (DOPM, JINYHBIX NPOodUNen 1 Npu perncTpaumm Ha
KOHKypCbl B IHTEepHeTe.

10. MNpuyunTe geten He 3arpyxaTtb nporpamMmbl 6e3 Bawero paspeweHus. O6bAcHUTE UM, YTO OHM MOTyT
CryYanHo 3arpy3nTb BUPYCbI MW ApYyroe HexenarensHoe nporpammHoe obecnedeHue.

11. Co3paite Bawwemy pebeHKy orpaHUYeHHYH YYeTHYI0 3anuchb Anst paboTbl Ha KOMMbIOTEPE.

12. MpuyunTe Balero pebeHka coobliaTb BaM O NMobbIX Yrpo3ax Uy Tpeeorax, cBs3aHHbIX ¢ IHTepHeToM.
HanomHuTe aeTsam, YTo oHM B 6e30MacHOCTU, ecrnv caMu pacckasanu Bam 0 CBOUX TPEBOrax U onaceHusix.

13. Pacckaxunte getsam o nopHorpadumn B MHTepHeTe.

14. HacTtamBaiite Ha TOM, YTOObLI AETW NPeaoCcTaBNAny BamMm AOCTYM K CBOEN 3NIEKTPOHHOM NoYTe, YTOObI Bbl
ybeannmcb, YTo OHU He 0bLLaTCsA C HE3HAKOMLAMM.

15. O6GbsACHMTE OEeTAM, YTO HeMb3s MCMOoNb30BaTb CEThb AN XyNWUraHcTBa, pacnpocTpaHeHUs CnneTeH Unu
yrpoas.

BospacT gete#t ot 13 o 17 ner

B aTOom BO3pacTe NOAPOCTKM aKTUBHO WUCMONb3YHT MOMCKOBbIE MALLMHbI, MOMb3YTCA 3NTIEKTPOHHON MOYTON,
cny>x6aMmm MrHOBEHHOro obmeHa coobLieHnAMM, CkaumBalT My3blky U unbMbl. Manbynkam B 3TOM BO3pacTe
Gonblle MO HpaBy CMeTaTb BCE OrPaHMYEHUS, OHM XaxayT rpyboro romopa, asapTHbIX Urp, KapTUHOK "ans
B3pocnbIx". [leBoukn npegnouymTaoT oblatbca B 4artax, NpyM 3TOM OHM ropas3go Gonee 4yBCTBUTEMbHbI K
ceKkcyanbHbIM JoMoraTtenbcTeam B VIHTepHeTe.

3ayacTyto B J@aHHOM BO3pacTe pPOAUTENSAM Ye BECbMa CITOXHO KOHTPONMPOBaTb CBOMX AEeTeN, Tak Kak o6
MHTepHeTe OHM yXe 3HaT 3HaYUTENbHO BOnblUe CBOMX poauTenen. Tem He MeHee, He OTnyckanTe OeTen B
"cBobogHOe nNnaBaHme" no NHTepHeTy. CTapanTechb akTMBHO y4acTBOBaTb B 06LIeHnn pebeHka B IHTepHeTe.

BaxHo no-npexHeMmy cTporo cobnogaTe npaeuna WMHTepHeT-6e30MacHOCTM - CcornalleHve  Mexay
poautenamu u getbMu. Kpome Toro, HEOGXOAMMO KakK MOXHO 4Yalle NpocMaTpuBaTb OTYETbl O AEATEeNbHOCTU
neteih B UMHTepHeTe. CnenyeT o6paTuTb BHMMaHMWE Ha HeEOBXOOUMOCTb COAEpXaHWUs PoaUTENbCKMX Maponemn
(naponei agMMHUCTPaATOPOB) B CTPOroM CekpeTe U 06paTUTb BHUMAaHWE Ha CTPOroCTb 3TUX Naporne.

CoBeTbl No 6e3onacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte CNMCOK AOMAaLUHUX NpaBui nocelleHus VHTepHeTa npu yvacTum NOAPOCTKOB WM Tpebynte
©e3ycnoBHOro ero BbinonHeHnsa. ObroBopute ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX CanToB ("4epHbIN CNMCOK"), Yachl
paboTbl B IHTepHeTe, pykoBOoACTBO Mo obLeHnto B IHTepHeTe (B TOM Yncrie B YaTtax).

2. KomnbtoTep ¢ nogkntodeHnem k cetn MIHTepHeT AomKeH HaxoaMThes B 00LLE KOMHaTe.

3. He 3aboiBante becepnoBatb ¢ AeTbMn 06 ux Apy3bax B WHTepHeTe, O TOM, YeM OHU 3aHATbl Takum
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obpasom, OyaTo peyb MAET O Apy3bsiX B peanbHOM xu13HU. CrnpawmBanTe o noasax, C KOTOPbIMX AeTn o0LatoTes
NocpeacTBOM Cry6 MrHOBEHHOTO obmeHa coobLueHmaMU, YTobbl yoeamTbes, YTo 3TV M0AM UM 3HAKOMBI.

4. WNcnonb3yiTe cpeacTtBa GrOKMPOBaHWUS HeXenaTenbHOro KOHTEHTa Kak AOMONIHEHWe K CTaH4apTHOMY
PoantensckoMy KOHTPOSHO.

5. Heobxogumo 3HaTb, KakMMuM 4aTamm nonb3yTcs Baww pgetn. [lloowpsiiTe  mcnonb3oBaHue
MOAEPMPYEMbIX YAaTOB U HacTamBamnTe, YTOObl AeTK He OOLannchk B MPUBATHOM peEXUME.

6. HactauBante Ha TOM, 4TODbI AETN HMKOrAa HE BCTPEYarnuchb NMYHO C ApY3bsSMU U3 ceTn VIHTepHerT.

7. MNpuyunte geten He BbigaBaTb CBOK NWYHYO MHGOPMALMIO CpeacTBaMy 3NEKTPOHHOW MOMThl, YaToB,
CMUCTEM MrHOBEHHOro obmMeHa COOBLLEHNAMUN, PerncTpaLmMoHHbIX (OOPM, FIMYHBIX NPOMUIEN 1 NpU perncTpaummn Ha
KOHKYypCbl B VIHTepHeTe.

8. lMpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE MM, YTO OHWU MOTYT
CryYanHo 3arpy3nTb BUPYChI UKW APYroe HexenartensHoe nporpammHoe obecneveHune.

9. MpuyunTte Bawwero pebeHka coobwate Bam 0 NtobObIX yrpo3ax Unm TpeBorax, CBA3aHHbIX ¢ VIHTEpHETOM.
HanomHute petsiM, 4To OHM B 6Ge30MacHOCTW, ecrnv camu pacckasanu Bam, O CBOWX Yrpo3ax Wnu TpeBOrax.
lMoxBanuTe Mx 1 NOCOBETYNTE NOAOWNTU eLle pa3 B NOJOOHbIX Criyyasx.

10. Pacckaxute getam o nopHorpadgum B WNHTepHeTe. lNMomorMte mm 3awmtmuTtbCa OT cnama. Hayuute
NnoapoCcTKOB He BblgaBaTb B VIHTepHeTe CBOero pearnbHOro 3reKTPOHHOro ajpeca, He OTBe4vaTb Ha
HeXenaTtelibHble MnCcbMa N NCNOoJ1b30BaTb cheunarbHble NOYTOBbLIE CbI/IJ'IprbI.

11. I'IpmquTe cebs1 3HaKOMUTLCS C canTamu, KOTOpbl€ noceLwarT NogpoCTKA.

12. HaquTe neten yBaXkaTb OPYIUX B UHTEPHETE. Y6eanTechb, YTO OHM 3HAKOT O TOM, YTO npasuiia xopowiero
nosegeHunAa ,EleﬁCTByIOT Be3[e - AaXe B BUpTyalilbHOM MUpeE.

13. OOBbACHUTE [eTaM, 4YTO HU B KOEM Chnydae Henb3s ucnonb3oBate CeTb Ana  XynuraHcTea,
pacnpocTpaHeHWsi CrNeTEH UK Yyrpo3 OpYruM JTHOASIM.

14. Obcyaute ¢ NoApocTKaMu NPoGneMbl CETEBbIX asapTHbIX UIP U MX BO3MOXHbIA puck. HanoMHuTe, yTo
[AeTW He MOTyT UrpaTtb B 3TW UrPbl COrMACcHO 3aKOHY.

MMOCTOSIHHO KOHTPONUPYNTE Ucnonb3oBaHue VIHTepHeTa Bawum pebeHkom! 3TO HE HapyLLeHne ero fMYHOro
NPOCTPaHCTBa, a Mepa NpeJoCTOPOXHOCTY M NposiBeHne Balel poantenbckon OTBETCTBEHHOCTM U 3a00Thl.
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